
 

 

Cyber Security Policy 

Introduction and Scope 

Using the internet, email, and electronic devices is essential to our remote operations; 
however, irresponsible use puts MCNV, our staff, and our partners at severe risk. To mitigate 
these risks, cybersecurity training is mandatory for all personnel. 

This policy outlines the acceptable use of MCNV’s technology systems and applies to all 
employees, consultants, interns, and volunteers. If you have any questions regarding this 
policy, please contact your direct supervisor. 

Confidentiality and System Monitoring 
 Ownership: All technology provided by MCNV—including computers, software, work records, 

and electronically stored information—remains the sole property of MCNV. 
 Monitoring Rights: MCNV reserves the right to monitor, audit, and access email, electronic 

communications, files, and internet histories transmitted through or stored on its technology 
systems. 

 Legal Records: Internal and external electronic communications (emails, chat messages, voice 
mails, texts) stored on its technology systems are official business records and are subject to 
discovery in the event of legal litigation. 

Acceptable Use of Work Devices and Infrastructure 
 Business Intent: Employees must use MCNV’s technology systems responsibly, productively, 

and exclusively for job-related activities. 
 Prohibited Content: Systems must never be used to send, retrieve, or store communications 

of a discriminatory, hostile, or inappropriate nature. 
 Software Downloads: Employees are prohibited from downloading software or executable 

files without prior written approval from MCNV’s IT consultant. All new software must pass 
virus-protection screening before execution. 

Password and Access Security 

 Password Strength: Accounts must use strong, unique passwords or passphrases of 14+ 
characters, focusing on length over arbitrary complexity and be updated on a periodic 
schedule. Passwords should only be reset if a security breach is actively suspected.  

 Zero Password Reuse: Password reuse across multiple services is strictly prohibited. 
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 Credential Management: Passwords must never be shared or saved in plaintext locations. All 
employees should use a mandated organization password manager (e.g; Bitwarden or 
1Password). 
 Multi-Factor Authentication (MFA): Setup and configure Multi Factor Authentication 

(MFA) where MFA is offered for applications and systems. 
 Data Access Control: Employees may only access files and systems required to perform 

their current job duties. 
 Physical Space Security: When working in public or shared spaces, employees must 

prevent visual eavesdropping (shoulder surfing), lock screens immediately when 
stepping away, and ensure physical documents are kept out of sight. 

 

Acceptable Use of AI Tools 

When utilizing Artificial Intelligence (AI) tools for work, employees must strictly protect all 
sensitive data. Never input, upload, or share the following restricted information: 

 No Personal Information: Do not share real names, phone numbers, emails, ID numbers, or 
home addresses. This applies to staff, partners, and beneficiaries. Employees must sanitize 
data by replacing real names with placeholders like "Client A." 

 No Financial Data: Do not share banking details, credit card numbers, or raw transaction logs. 
 No Security Data: Do not share passwords, API keys, legal contracts, or medical documents. 
 Output Verification: Employees must manually check all AI-generated outputs before utilizing 

or sharing them, as AI can hallucinate or misstate facts. 
 Account Privacy: Regularly clear chat logs within AI platforms  

 

Public Network Connections 
Being vigilant on public networks prevents unauthorized external access to MCNV's systems. 

 Network Selection: Always prioritize secure wireless internet connections and limit the use of 
public Wi-Fi. 

 Verification: If public Wi-Fi is necessary, users must verify the exact network name with venue 
staff to avoid malicious look-alike networks. 

 Mandatory Safeguards: When using public networks, users must follow the technical 
encryption steps detailed in Annex 1. 
 

Incident Response Protocol 

All staff must immediately report the following events to their supervisor or the Admin/HR 
team: 

 Phishing attempts or suspicious emails (use the Outlook Phish Reporting button if available). 
 Suspected malware or computer virus infections. 
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 Lost or stolen work devices. 
 Suspected data breaches or unauthorized access to systems. 

MCNV will investigate all reported incidents promptly to minimize operational impact and 
prevent recurrence. Employees are required to cooperate fully with any subsequent security 
investigations. 

Note: To keep your documents safe from the aforementioned incidents, data backup must 

be conducted on a periodic schedule and in separate storage.  

Enforcement and Review 

 Compliance with this policy is mandatory. Violations may result in disciplinary action 
up to and including the termination of employment or contract. 

 Management is responsible for policy implementation and maintenance. All network 
users are responsible for daily compliance. 

 This policy will be reviewed at least annually, or sooner if significant shifts occur in 
MCNV's operational infrastructure or cybersecurity risk environment. 
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ANNEX 1: Safe Use of Public Connections 

1. Connection Encryption 

 Trusted VPN: Use a Virtual Private Network (VPN) to create an encrypted tunnel for all 
network traffic, shielding data from local eavesdroppers. 

 Mobile Hotspot: Connect your computer directly to your smartphone's cellular data 
connection (tethering) instead of open Wi-Fi to bypass the public network entirely. 

 Encrypted DNS: Enable DNS-over-HTTPS (DoH) in your web browser settings (Chrome, Firefox, 
or Brave) to prevent network operators from monitoring your visited domains. 

 Verify HTTPS: Ensure all accessed websites display the secure https:// prefix and padlock icon 
in the address bar to prevent basic network eavesdropping. 

2. Device Hardening 

 Disable Auto-Connect: Turn off "Auto-Join" or "Connect Automatically" features for open 
networks so your device never connects without your knowledge. 

 Disable File Sharing: Set network profiles to "Public Network" on Windows, and turn off File 
Sharing in macOS System Settings to block local network discovery. 

 Active Protection: Ensure system firewalls are turned on and all OS security updates are 
installed before traveling. 

3. Operational Security 

 Avoid Sensitive Transactions: Never log into bank accounts, process financial data, or access 
highly confidential core databases while connected to unencrypted public Wi-Fi. 

 

 


